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Synopsis 
 
The oil industry has recognised the value of failure mode analysis, which is being used on a rapidly 
expanding scale, to minimise risk, increase the probability of success and target product development 
spend to optimise life cycle costs for new technology, especially when applied to upstream projects.  
The industry is moving from ‘dumb-iron’ engineering solutions to complex systems encompassing a 
wide range of technologies, including software in embedded local controllers, and real-time system 
control and monitoring.  At the same time, it has moved from simple onshore wells to complex wells 
in deep water offshore, and so the consequences of failure are now far greater.  This article illustrates 
current best practice in failure mode analysis for oil and gas projects, using intelligent well 
completions as an example.  
 
The method that originated in defence and aerospace has been successfully adapted for the specific 
requirements of oil and gas projects, addressing the key issues, namely – 

 Complete system approach 
 Functional requirements 
 Life-cycle phases 
 Cost of failure 
 Directly usable results that are fed back into the design, development and implementation 

processes. 
 
The method has proven to be valuable in a wide range of roles, namely – 

 Business case – feasibility study of development options 
 Design optimization 
 Qualification 
 Reliability improvement 
 Vendor pre-selection 

 
 
 

1 Introduction 
 
Operators are very well aware of the high cost of failure in upstream oil and gas projects such as 
intelligent wells.  They and their engineering suppliers now routinely invest in reliability risk 
management, and it has become mandatory in many companies’ internal procedures.  The tools now in 
use have evolved to satisfy the particular requirements, namely – 
 combining engineering and economics analysis to handle cost of failure; 
 combining processes and systems in the same failure mode analysis; 
 providing the means of handling common modules and common-cause failures. 
 
 
The benefits of reliability risk analysis have become clear to (at least some of) the operators and their 
suppliers, in terms of: 
 Understanding the causes of failure that lead to the highest risks; 
 Understanding the failure mechanisms; 
 Identifying and prioritising mitigating measures; 
 Focusing and effective test procedures; 
 Learning about failures without experiencing them. 
- leading to higher reliability in service, and shorter development times. 
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2 The Analysis has Many Different Roles in Oil and Gas 
 
Rigorous application of reliability risk analysis is not 
cheap, and so tends to be restricted to projects that 
exhibit the combination of three key characteristics 
illustrated in Figure 1, namely ‘mission-critical’ (ie 
directly in the path of revenue); inaccessible (deep 
offshore installations are obvious examples); complex 
(beyond the scope of detailed understanding of one 
person).  The fourth characteristic - little historical 
data – is partly a consequence of inaccessibility and is 
a particular challenge in the ‘downhole’ sector – 
equipment that is installed deep in the well, especially 
if the well is offshore in deep water. 
 
In feasibility studies presenting the business case, and 
comparing the options, for a proposed field 
development, sections on risk and reliability are usually required.  Failure mode analysis is an ideal 
method to address these, integrating drilling, completion and production – aspects that were previously 
handled by different groups in different ways. 
 
The same method works well for optimising the design - in two ways.  Firstly, displaying the risk 
profiles of several different candidate designs can highlight their relative strengths and weaknesses.  
Secondly, displaying the risk profiles of the chosen baseline design alongside that for ‘improved’ 
versions shows whether the ‘improved’ versions really do exhibit reduced risks in the desired areas. 
 
When an operator judges a new technology or product as being of potential value to its business, it will 
be subjected to a formally defined qualification process.  One part of this will usually be a reliability 
risk analysis, the purpose of which is to highlight any high-risk aspects that need to particular attention 
in improvements to the design or to the way it is employed.  Failure mode analysis is a very suitable 
method for this, because it easily distinguishes the highest-risk failure modes from the rest, focusing 
attention where it will provide the greatest benefit.  As illustrated in Figure 2, the qualification process 

requires the reliability risk analysis to 
take due account of both the design 
and the application (ie the processes 
used to install and operate that 
design).  The analysis must produce 
results (the ‘criticalities’) that can be 
fed back into the design and the 
processes, as improvements to 
improve reliability and reduce risk.  
The results must also clearly show 
what changes may be required to the 
various phases of testing to ensure 
that the critical potential failure 
modes are addressed.  All this should 
be done before the system is 
deployed.  Recent experiences of 
failures in field trials, which would 

have been predicted by such analysis, have strengthened the case for analysis early in the life-cycle. 
 
An operator may regard a particular product, such as a service tool, as potentially beneficial to its 
business but too unreliable in use.  Failure mode analysis is valuable in that situation because it 
identifies specific actions that address the highest-risk failure modes, and so provides a good basis for 
a reliability improvement plan. 
 
In a vendor pre-selection process, it is necessary for an operator to pose very specific questions to all 
the candidate suppliers.  Failure-mode analysis is a good way of identifying the highest-risk aspects of 
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the requirement, from which it is then quite straightforward to formulate sharply focused questions 
that test the suppliers’ approaches and solutions to the key issues. 
 
A reliability improvement programme, or a vendor pre-selection process, is quite often undertaken 
against a background of strained commercial relationship, which can make progress difficult.  Failure 
mode analysis provides a way to step beyond this problem, identifying and addressing the key issues 
in an even-handed technical manner.  Experience shows that it tends to unite the participants rather 
than dwelling on differences, providing a means of ‘stepping beyond conflict’. 
 
3 The Intelligent Field and Intelligent Well 
 
Figure 3 illustrates this concept of the 
intelligent field, which simply means 
connecting the wells in a real-time control and 
monitoring network.  Figure 6 shows an 
‘intelligent well’, which simply means the 
inclusion of remotely controlled valves and 
remotely monitored sensors installed deep in 
the well to control and monitor the inflow of 
oil and gas.  This requires software in the 
System Control and Data Acquision (SCADA) 
subsystem.  In addition, each downhole valve 
is likely to have a real-time embedded 
processor to provide local control. 
 
4 The Process of the Analysis 
 
Failure Modes, Effects and Criticality Analysis (FMECA) is a powerful technique, but for oil and gas 
projects it really only works well if it applied in a very systematic way, illustrated in Figure 4.  The 
first part of the analysis to set the scope and focus, and starts with defining the life cycle, in terms of 

all the phases to be addressed.  
For an intelligent well these 
would be makeup, running in, 
isolation, injection / 
production, re-completion or 
workover – as illustrated in 
the sequence of schematic 
diagrams in Figure 5.  Those 
diagrams are in the traditional 
format of part-sectioned, 
coloured general assembly 
diagrams, so they are easily 
obtained as part of the existing 
project baseline drawng set.  
For each phase in the life-
cycle, a system block diagram 
is required.  Figure 6 
illustrates such a diagram for 
just the final phase – 

prodution or injection – which is the majority of the life span of the system (but not necessarily where 
all the most critical failure modes are found!).  This example corresponds to the last of the sequence of 
diagrams in Figure 5.  This identifies all the constituent components (ie subsystems) and how they are 
connected, shows the interfaces to the surrounding environment, and establishes the system 
boundaries.   It also identifies the adjacent systems that could impact upon performance and failure, 
and shows they interface with the target system.  For each phase, the application process needs to be 
defined – eg for the installation phase of an intelligent well this would be the drilling plan and the 
completion procedure.  Together with the specification of functional requirements, this provides the 
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baseline document set that is needed to ensure the analysis addresses all the relevant aspects of the 
system in a rigorous, systematic and traceable way. 
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Similar block diagrams are then 
required for each subsystem, 
and Figure 7 illustrates the 
SCADA (System Control and 
Data Acquisition) subsystem.  
This is essentially a computer 
running both real-time and 
offline software.  The main 
software modules are shown, 
with their linkages.  This level 
of detail is equivalent to that 
for subsystems that are entirely 
hardware – which form the 
majority of the system in the 
case of an intelligent well. 

 
From those baseline documents 
one can construct the empty 
spreadsheets that form the 
framework for the analysis, in 
an arrangement that mirrors the 
structure of the system itself.  
The spreadsheet format is 
shown in Figure 8. Modularity 
at this stage is key to 
representing the system in an 
efficient and accurate way, and 
providing the desirable ‘plug-
and-play’ capability allows the 
analysis to be subsequently re-
used for different variants of 
the system. 
 
Using the pre-formatted 
spreadsheets, the team now 
works through each subsystem in turn, identifying all the potential failure modes.  This part of the 
process is usually done as a workshop session, involving the key technical staff.  The modularity 
allows flexibility to adapt the sequence in which we address the various parts of the system, to suit the 
schedules of those staff, respecting the fact that they have other calls on their time. 
 

The functional requirements are 
key to this stage of the process 
– they are a powerful indicator 
of the potential failure modes, 
and provide a rigour that helps 
greatly in satisfying subsequent 
scrutiny of the analysis.  Each 
identified potential failure mode 
is expanded into cause, effect 
and design control.  Each of 
these aspects is ranked using a 
pre-defined scheme, illustrated 
in Figur 9.  Using the same 
ranking scheme across many 
projects helps greatly in making 
comparisons between them.   
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The participation of an experienced operator helps greatly when assigning these rankings, and ensures 
that the criticalities are assessed from the user’s point of view.  In the traditional FMECA method, for 
each failure mode those three rankings are multiplied together to give the Risk Priority Number (RPN) 
– an indicator of the level of risk. 
 
Usually a separate spreadsheet is used for each subsystem, and the analysis software subsequenlt links 
the results of all those spreadsheets together to give the system-level view. 

 
This part of the process leans heavily on the experience of the people involved in the workshop, and 
selecting the right team is key to getting a quality result.  It is often expected that industry databases 
can provide useful failure-rate data, but unfortunately experience in the oil and gas industry shows that 
is not the case, so considerable effort has been invested in designing the workshop process to elicit the 
best expert assessment.  Through software, those assessments can be validated against specific known 
reference points to ensure consistent application of rankings.  Useful reference points do come from 
the operator’s studies of reliability of certain key elements, for example permanent downhole gauges, 
safety valves and smart well completions.  Unfortunately, such reliability statistics are rare. 
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When the spreadsheets are substantially 
complete, the profiles shown in Fig 10 
(from a recent case study) can be 
plotted.  The chart shows the RPN 
values of all the identified potential 
failure modes.  It can be used to set the 
criticality threshold (shown as a blue 
horizontal line on the chart – above 
which failure modes are of particular 
concern.  Those threshold settings cause 
the critical failure modes to be 
highlighted in red in the spreadsheets, 
which makes them easy to find. 
 
Another way to identify those critical 
failure modes uses the Criticality Matrix 
concept, illustrated in Fig 11 for the 
same case study. This format has the advantage of compatibility with the risk charts used routinely in 
management reporting by the operators.  Again red colour-coding provides the highlighting of critical 
failure modes, but this time the thresholds can be set by reference to the operator’s existing policy for 
risk assessments. 
 
Then all the red-highlight failure modes are 
examined in more detail to establish appropriate 
mitigating measures.  These form the basis of the 
action plan that is a key deliverable from the 
process.  Analysis software can consolidate this 
textual material to make it very concise and focused, 
and maintains a traceable link to the specific failure 
modes, the specific components involved, and the 
specific process steps.  That software also 
consolidates common-cause failures, so that they are 
measured equally against individual failure modes 
with unique causes.  A group of innocent-looking 
failure modes may consolidate into a critical risk, 
ranking at least as high as those highlighted by the 
red-flag process. 
 
Throughout the process, it is crucial to maintain 
traceability so that, when particular failure modes 
are highlighted as critical, there is a quick and 
reliable route to identify the components or process steps involved, so that the mitigating measures can 
be closely focused.  The required actions are more easily implemented, and therefore more likely to 
get done, and more effective, when they are very specific. 
 
The resulting analysis process, as reported in Refs 1-12, has been very successful because it satisfies 
the key criteria - 
 Combining several phases of the life-cycle; 
 Ensuring rigorous coverage of the system; 
 Consolidating a large failure-mode data set into concise results; 
 Traceability back from high-level results to the individual failure modes; 
 Providing the key outputs – 

o Prioritised action items – clear, precise and targeted 
o Clear overviews supporting the prioritisation - relating to the field economics (cost of 

failure) 
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5  Delivering Value 
 
Value comes not from the analysis itself, but from the implementation of its recommendations.  That 
takes time, so enough time needs to be scheduled between finishing the analysis and, say, the first field 
trial for the necessary changes to take effect.  Changing a completion procedure can be quite quick – a 
few weeks – but modifying the design of hardware or software is more likely to take a few months.  So 
there is a temptation to press on with the first field trial without waiting for all the mitigating measures 
to be in place. 
 
It will come as no surprise that the primary value is increased reliability, leading to greater revenue, 
because the occurrence (and / or cost) of failure is reduced.  However it turns out that, for an operator, 
value has another key aspect – equally important or even more so.  That is faster development.  The 
underlying rationale is that if a field trial is “right first time” then the business units are able to deploy 
the new technology and reap the associated rewards without delay – usually in terms of increased 
productivity.  On the other hand, if a field trial fails (even if it is the routine part of the project that 
fails rather than the new technology part itself) then, in order to stay on schedule, the business units 
are forced to use a more conventional and lower-performance backup solution.  So the knock-on cost 
for an operator of a delayed technology development / qualification program can be surprisngly severe 
– far greater than just the cost of the failed field trial. 
 
 
6  Evolution from Traditional Analysis Methods 
 
To be suitable for oil and gas projects, the reliability analysis tools have undergone a number of 
adaptations and developments. 
 
In upstream projects, the reliability of the system in service is affected as much by the processes 
(integration, installation, start-up, operation) as by the design of the system hardware (and software).  
Therefore, a definition of the system life-cycle is now included as the first stage of the analysis, and 
the analysis operates on the combination of process and system that constitute those life-cycle phases. 
 
 
7  Conclusions 
 
Failure mode analysis has become an accepted part of the qualification process for upstream projects 
such as intelligent wells, which combine software and hardware technologies.  Those projects have the 
potential to be high-risk, so risk minimisation is key to consistently successful deployment. 
Experience has shown the value of this approach, when done in a rigorous and systematic way and at 
the proper time, so it has become mandatory in the more far-sighted operators’ organisations. 
 
The method is proving to be very versatile in oil and gas applications, spanning: 
· business case / feasibility studies; 
· design optimisation; 
· qualification; 
· reliability improvement progrem; 
· vendor pre-selection; 
· focused training plans; 
· assessment of procedures. 
 
Tools to help that analysis have been developed specifically for oil and gas projects, from their origins 
in aerospace and defence applications.  The tools are now capable of handling the key issues that 
characterise both intelligent wells and intelligent fields, incorporating a wide range of technologies 
including software. 
 
As the oil and gas industry implements ever larger integrated systems, so the systems enginering 
approach will prove to be of increasing benefit.  This is particularly true when the system spans 
several discipline ‘silos’ such as IT, facilities, subsea, wells and completions.  Disparate hardware and 
software elements will have to work together if the whole enterprise is to be successful.  The use of 
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failure mode analysis is a good starting-point to introduce some of the key systems engineering 
concepts, such as system definition, interface definition, and functional requirements.  The more far-
sighted operators and suppliers are already beginning to use it – some even mandating its use – and we 
can expect to see its use becoming widespread. 
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